Data Invalidation and Prefetching for Transparent Edge-Service Replication^∗

Amol Nayate

University of Texas at Austin

nayate@cs.utexas.edu

Mike Dahlin

University of Texas at Austin

dahlin@cs.utexas.edu

Arun Iyengar

IBM TJ Watson Research Center

aruni@us.ibm.com

ABSTRACT

In this paper we study the problem of Transparent Edgeservice Replication in edge server architectures, which strive to push content away from a single server and toward replicas located at the edges of the network. We examine two known algorithms, FIFO invaliadate and FIFO push-all and show that they do not utilize bandwidth effectively, and that they either suffer from low availability and high response times or from high bandwidth consumption and bad timeliness. We propose two new algorithms, 3-queue and FIP, that employ invalidation and prefetching to dynamically tune their behavior based on the bandwidth available to the system, while providing high availability, low response times, good bandwidth utilization, and provide timeliness guarantees. We show using a trace driven simulator that our algorithms can yield up to two orders of magnitude reduction in response times under our model while providing, on average, availability through network partitions that may last hours.

1. INTRODUCTION

Recently web services have begun to use edge server architectures in order to increase availability and improve response times. Whereas traditional web sites are hosted on a centralized cluster of web servers, an edge server architecture replicates data and code near the edges of the network and thus close to clients. A number of systems for executing service code in caches or edge servers have been proposed [8, 28, 3, 27, 4, 2]. A key challenge to replicating services to the edge of networks is developing a data distribution framework to supply relevant data to code running at edge servers.

In order to provide transparant replication of services to edge servers, our goal is to provide strong consistency guarantees with precise semantics. Ideally, distribution of services to geographically-distributed edge servers would be completely transparant: one would just take a service that runs on a cluster and instead run it on machines distributed across a WAN. For this approach to work, the system requires a data distribution framework so that the distibuted code can access the same data as the centralized code. However, if strong consistency guarantees are not provided, programs that used to work may break in unexpected ways. For

∗Draft 2002.11.18. Please do not redistribute. Please see http://www.cs.utexas.edu/users/dahlin/ for the most current version

.

example, if a data system does not guarantee FIFO consistency (aka PRAM consistency) [25, 22] then if a user creates an image and then modifies a web page to include the image, an edge server could see the new web page but not be able to see the image, breaking what would have been a correct web page if served from a centralized system. A large number of consistency models have been proposed [25], but relaxed consistency models can introduce subtle bugs [13]. We therefore focus our attention on providing guarantees such as sequential consistency [21], which is stronger than traditionally provided by in web environments but which has sufficiently strong semantics to enable transparant replication.

We note that providing transparent data distribution across the Internet is difficult. For example, Brewer [6] argues that it is fundamentally difficult to provide high Consistency and Availability in a system that is susceptible to network Partitions (the “CAP dilemma”).

Hence, rather than attempting to solve the general problem of transparent data distribution, we make the problem tractable by exploiting two significant simplifying assumptions. Our first assumption is that bandwidth is cheap whereas human wait time (due to unavailability) or confusion (due to inconsistency) is expensive [10]. Therefore, technology trends support trading bandwidth for availability, latency, and consistency [10]. Our second simplification of the problem lies in narrowing our study to those web services where updates take place at one location and reads occur at a modest number of edge servers. Although this requirement is admittedly restrictive, this problem domain is still important because (1) it includes a wide range of uses of edge services architectures including the most common current uses: caching of dynamically-generated data, content assembly, and personalization (e.g., [2, 8, 9]) and (2) one-writer/many-reader replication forms an important building block for more general solutions for more complicated services such as TPC-W, an e-commerce benchmark that represents an online bookstore [14].

In this paper, we develop and evaluate two algorithms— three queues and FIFO invalidation with prefetching (FIP)— that integrate self-tuning data replication and strong consistency guarantees in a way that is both simple and robust to network partitions. The algorithms are self-tuning with respect to replication aggressivenes in that when network capacity is sufficiently high, the systems provide sequential consistency with 100% data availability at edge servers by pushing all updates to all edge servers; but, when there is insufficient network capacity to distribute all updates to an edge server within a user-specified timeliness deadline, the systems adapt by only updating a subset of modified objects and invalidating the rest. In this mode, the systems use available bandwidth to maximize availability, ensure consistency, and optimize response time, but applications must choose either to relax their consistency guarantees (if they decide to retain 100% data availability) or to risk unavailability during network partitions (if they decide to retain sequential consistency). The three queues algorithm is somewhat more complex than FIP because the former algorithm sends as many updates as possible in FIFO order and the rest in benefit/cost order while the latter sends all updates in benefit/cost order. We find that three queues significantly outperforms the simpler algorithm with respect to both latency and availability.

We evaluate our system via simulation using a large-scale trace of a major sporting event hosted by IBM in 2000.^1 This event was served by hundreds of edge servers that perform caching of dynamic data [17] and content assembly on data updated at a single server location. We compare the performance, availability, consistency, and bandwidth consumption of our two integrated replication and consistency algorithms against a simple update-all strategy of always sending all updates to all replicas and traditional demand caching strategy with no prefetching. We find that for this workload, three queues, FIP, and update-all dramatically improve performance and availability compared to demand caching. For example, we show that when the system has 5MBps bandwidth available to it, update-all, 3-queues, and FIP reduce the time spent in communicating with the origin server by factors of 500, 252, and 113, respectively. Similarly, we show that in a configuration where the system is provided 3.5MBps of bandwidth, our algorithms can mask failures for a mean time of 8643 sec and 16509 sec for FIP and 3-queues, respectively.

We also find that the bandwidth demands to push most or all updates to edge servers are resonable for many environments. For example, our workloads require approximately 2.1M bytes per second to push all data to all replicas; edge server architecture with push-all uses only 11.8% more of the WAN bandwidth than a traditional central server architecture. Finally, we show that self-tuning replication can gain all of the benefits of a push-all strategy when bandwidth is plentiful, can perform as well as a demand caching strategy when bandwidth is scarce, and can gain significant benefits over either strategy when moderate amounts of spare bandwidth are available. For example, when the system has 2MBps bandwidth available - which is not enough to sustain the push-all algorithm - FIP and 3-queues reduce the time spent communicating with the origin server compared to using a simple strategy of demand fetches by 91.7% and 94% respectively.

This paper makes three contributions. First, it develops a novel three-queue integrated replication and consistency algorithm that provides excellent consistency, robustness, and performance for systems in which updates are made in one place and used in many others. Second, it shows that in the context of web edge servers that do content assembly, personalization, and dynamic data caching, prefetching or pushing data can dramatically enhance performance and availability. Third, our experience developing the sys-

1The 2000 Summer Olympic Games.

tem yielded two unexpected results: (a) under our workload we see little reduction in network bandwidth when we combine repeated writes to the same object over short intervals into one update. This suggests that the “bytes die young” behavior seen in file systems [5] may not hold for web workloads perhaps because data are typically published only when finalized and (b) despite the authors’ preconception that prefetching and consistency protocols should be separate in order to simplify software engineering by separating the “correctness requirements” communicated by consistency protocols from the “performance hints” exploited by prefetching, the interaction of consistency and availability concerns may mean that an integrated protocol such as three-queues may be a superior approach.

The rest of this paper proceeds as follows. Section 2 reviews consistency semantics definitions relevent to this study. Section 3 defines our algorithms. The, Section 4 discusses our experimental evaluation. Section 5 puts this work in context with related efforts, and Section 6 summarizes our conclusions.

2. CONSISTENCY SEMANTICS

For our study we focus on providing sequential consistency. As defined by Lamport, “The result of any execution is the same as if the (read and write) operations by all processes on the data store were executed in some sequential order and the operations of each individual process appear in this sequence in the order specified by its program.” [21] Sequential consistency is attractive for transparent replication because the results of all read and write operations are consistent with an order that could legally occur in a centralized system, so—absent time or other communication channels outside of the storage system—a program that is correct for all executions under a local model with a centralized storage system is also correct for the distributed storage system.

Typically, providing sequential consistency is expensive in terms of latency [7, 22] or availability [6]. However, we restrict our study to only those applications that have one writer, and we enforce FIFO consistency guarantees. Under FIFO consistency (a.k.a., PRAM consistency), “Writes done by a single process are seen by all other processes in the order in which they were issued, but writes from different processes may be seen in a different order by different processes” [25]. Therefore for those applications that consist of only a single writer FIFO consistency is identical to sequential consistency.

Although sequential consistency is a strong guarantee, it does not enforce any real-time requirements on updates. Some web services may want to enforce timeliness constraints on data updates to ensure that, for example, edge servers transmit views of the service that are within sixty seconds of the view at the central server and of other edge servers. An extreme version of such guarantees is linearizablity [16], which enforces the same constraints as sequential consistency, but also requires that the total ordering of events follow timestamps assigned to read and write operations so that if ts_{OP 1(x)} < ts_{OP 2(y)}, then operation OP 1(x) should precede OP 2(y) in the total order [25]. In web service environments, however, a more flexible definition may be useful. Δ-coherence is the requirement that any read reflect at least all writes that occurred before the current global time minus Delta [34]. By combining Delta coherence with sequential consistency, we enforce a tunable staleness limit on the sequentially consistent view. Note that reducing Delta improves timeliness guarantees but may hurt availability since an edge server may be obligated to refuse a request rather than serve too-stale data. Our protocols will simultaneously enforce both sequential consistency and Delta-coherence.

The definitions above describe consistency constraints that enforce. ordering of reads and writes of the same object and across objects. In contrast, coherence constraints enforce the ordering of reads and writes to each individual object. FIFO consistency naturally suggests a FIFO coherence model in which once a client reads a given version of an object, none of its subsequent reads for that object will return an older version. Note that this guarantee is weaker than FIFO consistency in that writes to different locations may appear in different relative orders on different replicas.

The weakening of consistency constraints to the corresponding coherence constraints may simplify consistency protocol implementations, improve performance, or improve availability, but they may also complicate the correct design of distributed programs as illustrated in the Introduction. Most work on Web caching has focused on coherence constraints rather than consistency constraints, but we speculate that more sophisticated edge-service systems where code—not just data—is replicated may benefit from stronger guarantees. In our evaluation, we will compare the performance and availability of sequential consistency plus Delta-coherence against the more common model of FIFO coherence plus Delta-coherence to quantify the additional cost of providing the stronger guarantees

3. ALGORITHMS

In this section we examine a range of algorithms for providing highly consistent data replication for 1-writer edge services. First we examine FIFO update-all, a simple but potentially inefficient strategy for providing sequential consistency in a 1-writer environment that illustrates a number of key trade-offs between availability, latency, timeliness, and bandwidth consumption. Next we examine two more practical self-tuning algorithms, 3-queues and FIFO invalidate with prefetch. These algorithms attempt to optimize availability and latency given a timeliness constraint while they adjust their replication strategies according to the spare bandwidth available in the system for prefetching/prepushing data. Finally, we discuss FIFO invalidation which minimizes bandwidth consumption by only sending updated objects to edge caches in response to demand request; this algorithm has properties similar to algorithms in common use today and serves as a baseline for comparison.

After describing the algorithms, in Section 3.5 we discuss five cross-cutting issues: (1) how to adapt the algorithms to provide coherence guarantees rather than the semantically stronger—but potentially more expensive— consistency guarantees that we assume unless otherwise stated; (2) how to augment these algorithms to provide transactional multi-object updates; (3) how to make these algorithms robust to node failures or network partitions; (4) how systems will interact with bandwidth-constrained networks; and (5) how these algorithms interact with server selection algorithms in the application context of edge servers for web services.

3.1 FIFO update-all

Under the FIFO update-all algorithm, the origin server maintains a FIFO queue of object modifications. The update caused by each write event is enqueued to be sent to all replicas. As bandwidth allows, the origin server will dequeue entries from the FIFO queue and send each update to all replicas. Assuming that messages are delivered in FIFO order, each replica will thus see all updates in the same, FIFO order.

This algorithm has several attractive properties. In the presence of a single writer, this algorithm provides sequential consistency because each replica sees the same order of writes as all other replicas and that order matches the order in which objects are written. Since this algorithm never requires a replica to wait for data from the origin server, replicas can continue to function across network partitions, and it thus provides high availability. Since this algorithm does not require a replica to block any request, it yields low response times. This algorithm is also simple to understand, build, and debug.

However, this algorithm consumes bandwidth inefficiently, since not all objects sent to a replica may be accessed [31]. Furthermore, since the algorithm sends all writes to each replica regardless of the update rate or available bandwidth, a queued write may suffer a long delay before it is seen by a given replica. Therefore this algorithm may provide poor timeliness. We note that by associating leases [15, 36] with data or volumes it is possible to bound the staleness of data served to clients. However, this approach causes the algorithm to lose its availability guarantees since a replica could receive a request for an expired object after the replica has become partitioned from the origin server.

The FIFO update-all algorithm may perform well in high bandwidth environments or environments where the rate at which objects are read is much higher than the rate at which they are written. However, in practice this algorithm can exhibit poor properties in environments that cannot support high bandwidth wastage or poor timeliness and availability. In the extreme where the rate at which objects are updated exceeds the total bandwidth available to the WAN, this algorithm yields unboundedly bad timeliness or 100% unavailability.

3.2 3-queue

Figure 1: The 3-queue algorithm

Our goal is to build an algorithm that has good availability and response times but whose consistency and timeliness guarantees do not suffer in low bandwidth environments. We note that to provide timeliness guarantees the length of the queue of writes (that we will refer to as the propagate queue) must be bounded. We choose to bound the length of the propagate queue by employing invalidate messages. Thus, when the queue becomes large we selectively replace the least useful queued objects with invalidate messages to shorten the queue. When replicas receive requests for invalidated objects, they fetch such objects from the origin server. The origin server therefore maintains a demand queue from which it satisfies such requests.

We note that the approach described so far may not utilize bandwidth when it is available. Therefore, we augment the algorithm such that when the origin server sends a replica an invalidate message, it keeps the corresponding object in a third queue from which it will prepush data if sufficient bandwidth becomes available. We refer to this queue as the prefetch queue.

An illustration of the queues is provided in figure 1. To understand the details of the 3-queue algorithm, we look at 5 issues: write insertion, FIFO compression to meet timeliness, demand reads, priorities, and network sends.

3.2.1 Write insertion

The origin server uses the propagate queue to inform replicas of modified objects. The propagate queue is a FIFO queue that contains a combination of objects and invalidate messages. When a write occurs, the origin server must make the decision as to whether it should send the object or whether it should send an invalidate message for it. The server therefore compares the priority of the modified object to the priority of the highest-priority object in the prefetch queue of deferred updates. If the priority of the newly modified object is lower, the origin server enqueues an invalidate message for it; otherwise it enqueues the object itself to be sent. We explain our definition of object priority in Section 3.2.4.

We choose to pre-emptively replace objects with invalidate messages when the origin server finds that the benefit to prefetching an object for which an invalidate was previously sent exceeds the benefit of sending the new object.

3.2.2 Timeliness

We attribute to our system a parameter, Δ, that bounds the time by which an object can become stale. For each object in the propagate queue, we assign a deadline which is the sum of the time when the write enters the queue and the timeliness parameter, Δ. Given the recent measured bandwidth of the system, the origin server predicts how much time it will take to send objects in the queue. Therefore the origin server can predict, when an object is added to the propagate queue, whether that object will be sent by its deadline.

Figure 2 demonstrates an instance of when a newly added object misses its deadline. The origin server runs a routine, compress, to shorten the propagate queue to keep objects from missing their respective deadlines. The compress routine iteratively searches for low-priority objects enqueued in the propagate queue and converts them to invalidate messages until no entry misses its deadline. As demonstrated in figure 2, the compress routine replaces objects 1 and 3 with invalidate messages to keep object 5 from missing its

Figure 2: The result of applying compress. I represents invalidate messages and D represents deadlines in the figure.

deadline.

3.2.3 Demand reads

We note that in order to provide sequential consistency, the origin server may not satisfy a replica’s request to demand-fetch an object by serving the replica the most recent copy of that object, because that replica may not have received an enqueued invalidate or update message for that object. Also, a replica’s request may arrive at the origin server after the origin server has already begun or even finished prefetching the requested object to that replica. To address both of these issues the origin server consults the prefetch queue for the replica before adding an object to the demand queue. We note that the prefetch queue for a given destination replica contains the set of those objects for which the replica has been sent an invalidate message but has not been sent the updated version of the object. Therefore, when the origin server receives a request for an object that it finds on the requesting replica’s prefetch queue, it removes that object from the prefetch queue and places it on the replica’s demand queue. The situation where the replica’s prefetch queue does not contain the requested object arises when the origin server has started (or finished) prefetching that object to the requesting replica. In this case the origin server may ignore the request from the replica.

3.2.4 Priority and the priority queue

When pushing updates to replicas from the priority queue, our goal is to send valuable objects that consume little bandwidth. The priority queue therefore sorts all objects by benefit/cost. We use Venkataramani et al’s definition of benefit/cost for replicating objects that can be updated [31, 32]: when all objects are served by the same server the benefit of creating a replica of a version of an object is proportional to the probability that the object will be referenced at the replica before it is next updated; we approximate this value by the ratio of the object’s read rate to its update rate, both of which we measure as we process the trace. The cost of creating a replica of an object is proportional to the object’s size. So, we define an objects benefit/cost ratio to be its^{readRate} updateRate×size . Note that a benefit/cost value is also calculated for objects in the propagate queue, so we can compare the benefit of sending the object at the head of the FIFO propagate queue to the benefit of sending the object at the head of the priority queue.

When comparing the value of sending an invalidation message to the value of pushing an update, invalidation messages are assumed to have zero size and infinite benefit/cost. Also, using bandwidth to satisfy pending demand requests is always more beneficial than using that bandwidth to speculatively propagate updates, so replies to demand requests are regarded as having infinite value.

The priority queue sorts updates by their benefit/cost values. Note that it stores at most one update for a given object, and it only includes updates that occurred before the update time of the first element on the FIFO propagate queue. If a second update arrives for an object already in the priority queue, the old update is located using an auxiliary hash table and discarded, and the new update is inserted.

3.2.5 Network sends

When the network connection from the origin server to a given replica is free, the scheduler for that connection must decide from which queue to propagate entries. It does so by applying a simple four step heuristic:

1. If the demand queue is not empty, the scheduler chooses to send from the that queue.

2. If the head of the propagate queue will miss its deadline, the scheduler converts it into an invalidate message (if it is not an invalidate message already) and then chooses to send from the propagate queue.

3. The scheduler must choose to either send from the propagate queue or prefetch an object from the prefetch queue. To do so the scheduler compares the priority of the propagate queue head to the priority of the prefetch queue head. If the propagate queue head has a higher priority, the scheduler chooses to send from the propagate queue.

4. The scheduler must compute whether it has sufficient time available to prefetch the head of the prefetch queue. If it does have sufficient time, the scheduler chooses to send from the prefetch queue. Otherwise, it chooses to send from the propagate queue.

After applying this heuristic, if the scheduler chooses to send an invalidate for an object fromt he propagate queue, it must place the object represented by that invalidate message on the prefetch queue for that replica to allow the object to be prefetched in the future. We note that the prefetch queue may already contain another version of the object; in this case we replace that version with the current one.

The heuristic described above requires the scheduler to make two calculations: (1) whether an object will miss its deadline, and (2) whether it has sufficient time to prefetch an object from the prefetch queue. It does so as follows. We define, for each message m, its maxStartT imem, which represents the latest time at which the origin server

Figure 3: Illustration of slackTime and maxStart- Time. MST refers to the maxStartTime and D refers to the deadline.

may start sending that message without its deadline being violated. In the process we define the maxEndT imem, which is the minimum of maxStartT imem+1 (the maximum start time for the next message in the propagate queue) and the deadlinem. maxStartT imem is then simply maxEndT imem − sendT imem, where sendT imem refers to the time it takes the origin server to propagate m. The scheduler then compares the current time to maxStartT imem to determine whether m will miss its deadline. Similarly, when making a decision about whether it can prefetch an object, the scheduler computes the slackT ime, defined as currenttime − maxStartT imem, to determine how much time it has free to prefetch objects. It compares this value to the sendT ime of the head of the prefetch queue. Figure 3 provides examples of maxStartT ime and slackT ime. 3.2.6 Discussion

If we assume FIFO message delivery, we note that since the propagate queue for each replica is a FIFO queue, replicas receive objects or invalidates in FIFO order. Therefore, 3-queues enforces sequential consistency. We note that for many metrics - latency, availability, bandwidth consumed and timeliness - the behavior of 3-queues depends on the amount of bandwidth available to the system. This algorithm attempts to utilize as much bandwidth is available to it. In the extreme, if 3-queues has enough bandwidth to prefetch all objects without causing any object to miss its deadline, 3-queues never compresses the propagate queue and emulates the behavior of the FIFO update-all algorithm. Thus, it provides high availability and low response times.

As we decrease the amount of bandwidth available to 3- queues its performance degrades gracefully. As a result of decreased bandwidth, a number of object propagations are replaced by invalidate messages. We note that each invalidate message increases the mean latency of requests due to the fact that a request for an invalidated object at the replica causes the replica to fetch that object from the origin server. If the replica receives a request for an invalidated object when it cannot communicate with the origin server because of a network partition, it cannot satisfy that request. Therefore, each invalidate message sent also leads to decreased availability.

Although 3-queues attempts to make use of available bandwidth, it is possible for 3-queues to replace some objects with invalidate messages to make those object meet their deadlines. Also, when such an object is waiting on the prefetch queue it may be replaced with a newer version before the first queued version is pushed. Thus, if an object is repeatedly updated over a short interval, only a subset of those updates may ever be sent across the network. Therefore, although 3-queues may have sufficient bandwidth available to prefetch all objects, it may consume less bandwidth than the FIFO update-all algorithm.

3.3 FIFO invalidation + prefetch

The goal of the second algorithm that we study, FIFO invalidation + prefetch, is to minimize staleness at the possible cost of decreased availability and increased latency. This algorithm also uses a prefetch queue to track at the origin site those objects that may potentially benefit from being prefetched. However, this algorithm chooses to always invalidate all objects and then utilize available bandwidth to prefetch objects. This difference makes the algorithm simpler than 3-queues, but it also creates a window in time between FIFO-ordered invalidations and priority-ordered prefetches that may reduce availability or hurt replica local hit rates.

This algorithm uses 2 channels to communicate with each replica; an invalidation channel and a prefetch channel. The prefetch queue maintained by the origin server serves the same function as for the 3-queues algorithm. Thus, the prefetch queue for a given replica contains those objects that have neither been prefetched to that replica nor been demand-fetched by it.

This algorithm proceeds as follows. On each write event that takes place at the origin server, the origin server enqueues an invalidation message to that server to be sent in FIFO order over that replica’s invalidation channel. Once an invalidation message has been sent, the origin server adds the corresponding update to that replica’s prefetch queue. As with the 3-queues algorithm, any previous version of that object on the prefetch queue is replaced with the new one and the prefetch queue is a priority queue sorted by object benefit/cost. Also as with the 3-queues algorithm, to maintain FIFO consistency an update is not added to the prefetch priority queue and made eligible to be sent until the corresponding invalidation message has been sent from the FIFO queue.

The origin server uses a replica’s prefetch channel to prefetch as many objects as possible from the prefetch queue. Therefore, whenever the prefetch channel has free network capacity, the origin server dequeues the the first object in the replica’s prefetch queue and propagates that object to the replica.

On each demand request from a replica to the origin server, the origin server uses the invalidation channel to immediately send the requested object to the replica. It then removes the requested object from that replica’s prefetch queue. Note that it is possible that the prefetch queue does not contain the requested object. This case arrises when the object is either in the process of being prefetched or has been prefetched already. In the former case, the replica should cancel the prefetch request and send that object over the invalidation channel. In the latter case, the origin server may ignore the replica request.

3.3.1 Discussion

This algorithm shares the property with 3-queues that it attempts to utilize bandwidth to push updates. Also, the behavior of this algorithm also degrades gracefully with bandwidth. Since this algorithm immediately sends invalidate messages for modified objects, it exhibits excellent timeliness properties.

However, this algorithm may provide less availability than 3-queues due to the fact that sending invalidate messages is decoupled from sending the objects they correspond to. In the 3-queues algorithm, objects that are propagated directly from the propagate queue implicitly contain invalidate messages that arrive with the object. We note that availability is determined by the likelihood of a network partition occuring between when a replica receives an invalidate message and when it receives the corresponding object. By combining invalidate messages and objects, 3-queue improves availability. Similarly, latency also depends on the duration between when a replica receives an invalidate message and when it receives the corresponding object. Therefore, 3-queue may also provide lower latency than the FIFO invalidation + prefetch algorithm.

3.4 FIFO invalidation

We use the FIFO invalidation algorithm as a basis for comparison because many existing systems use this approach [35, 23, 33]. This algorithm resembles the FIFO invalidation + prefetch algorithm in that each write event generates an invalidate message that is immediately sent to all replicas. This algorithm differs from the previous one because it does not prefetch any data.

This algorithm has the advantage of being simple. It also uses the minimum amount of bandwidth required to keep replicas updated with the origin server. Because it sends invalidate messages immediately, it provides excellent timeliness guarantees.

However, this algorithm does not utilize any additional bandwidth available to it. Since no data are prefetched, any request for an invalidated object must necessarily cause the replica to fetch the desired object from the origin server. Such requests yield large response times. Similarly, this algorithm exhibits poor availability, since any request for an invalidated object that arrives at a replica after a network partition cannot be satisfied by the replica.

3.5 Crosscutting issues

3.5.1 Coherence v. consistency

Note that each of the above algorithms assumes that replicas attempt to provide sequential consistency. However there exists for each algorithm an analogous version that enforces only coherence requirements. Such algorithms can be realized by allowing replicas to satisfy requests out of order, allowing requests for cached objects to overtake requests that miss in cache. This reordering of reads for different objects can violate sequential consistency while still ensuring FIFO coherence. Note that in the case of the FIFO push-all algorithm, the behavior of the replica is the same for both coherence and sequential consistency since a replica never suffers a cache miss at a replica.

Reducing sequential consistency to coherence allows a replica to gain in response times. Coherence may also provide some improvement in availability because a replica that cannot communicate with the origin server to satisfy one request may be able to continue to serve other client requests from its cache. Conversely, providing sequential consistency during a network partition allows the replica to serve incoming requests only until it encounters the first request that misses in cache. All subsequent requests must block at the replica until the replica can communicate with the origin server.

3.5.2 Transactional multi-object update

Distributed applications often have consistency requirements for collections of objects rather than individual objects. For example, a web page and an embedded object may exhibit the consistency requirement that a client should only be allowed to see either new versions of both or old versions of both. Since our goal is to study content distribution and replication in a general framework, we do not investigate such application specific consistency semantics. However, it is straightforward to adapt FIFO consistency algorithms to provide transactional updates by including begin transaction and end transaction markers in the FIFO stream and requiring replicas to process such grouped transactions atomically.

3.5.3 Robustness

We have so far talked about availability in terms of the ability of a replica to mask inability to communicate with the origin server. For all of the algorithms, we must keep the origin server and replicas robust across failures. Robustness requires (1) that all servers be able to adapt to network failures; i.e. allow the network to fail and then resume using the network when possible and (2) that all servers be able to continue functioning once they are rebooted after experiencing crash failures.

For simplicity, we assume that all communication between the origin server and replicas is via persistent message queues [20, 11] that provide reliable delivery across network partitions and node failures by saving messages to disk. The on-disk buffering these systems provide is also advantageous since some of our algorithms may require large amounts of pending updates to be queued.

We note, however, that such queues typically provide simple enqueue/dequeue interfaces that do not suffice to build the prefetch queue and priority queue required by the 3- queues and FIFO invalidation + prefetch algorithms. We plan to construct a new persistent messaging layer that supports the richer queue manipulation functionality required by our integrated replication and consistency algorithms. We also plan to ensure that our implementation need only store one copy of an update that is to be sent to multiple locations.

In the case where a replica becomes disconnected for a long period of time, the origin server may require the ability to truncate the list of invalidation messages queued for that replica. In that case the origin server and replica will need to use a separate protocol to re-synchronize. Yin et al. propose an adaptive protocol for synchronization [34].

We note that our algorithms exhibit differing properties when replicas are revived after a failure. Since the FIFO update-all algorithm requires all updates to be sent in FIFO order, it may fall arbitrarily behind during partitions and may require a long period of time (or special resynchronization protocols) once the failure is over. The 3-queues and FIFO invalidate + prefetch algorithms exhibit natural abilities to efficiently recover after a failure, since they keep queues of invalidate messages for replicas and maintain priority queues that contain the most recent updates of all objects that have not yet been seen by replicas. The FIFO invalidation will send a batch of delayed invalidation messages [36] upon reconnection.

3.5.4 Bandwidth constraints

All systems utilize the model of a queue of messages being sent over a network in a scheduled fashion; e.g., demand fetched objects preempt updates or invalidations in the FIFO queue, which may preempt by messages on a priority queue. We note that such a model can be viewed with two interpretations: (1) a constant rate leaky bucket and (2) an adaptive-rate system.

A constant rate leaky bucket represents the situation where the bandwidth available to the system is known ahead of time; e.g., in the case of a leased line. In such cases, the network scheduling component can schedule network traffic to allow certain types of traffic (e.g. demand fetch) to always preempt other objects and then allow the remaining traffic for those.

If the system is built assuming a model of adaptive-rate bandwidth, the system must tune itself to changing bandwidth. For demand traffic and invalidation messages, standard TCP congestion control [18] seems appropriate. But, sending the potentially large volume of updates with the same network priority as demand requests may (a) interfere with higher-priority traffic between the origin server and the replica and (b) interfere with other applications and users of the network. In this case, network flows containing prefetch traffic should use TCP-Nice [30] to ensure that prefetch traffic does not interfere with other uses of the network. Alternatively, in (presently rare) environments where routers support multiple packet priories, instead of using TCP-Nice, servers could mark individual packets containing demand traffic and invalidations as having a higher priority than those containing prefetched updates.

3.5.5 Integrating with edge-server selection

So far we have assumed that clients have no hidden channel through which they can become aware of inconsistencies in data. However, this key assumption can be violated when a given client switches to a different replica. Clients may do so for several reasons: the client may fail over to another replica, a DNS server may redirect the client to a different replica when the cilent accesses a service again, or the client is a mobile client that connects to a different replica.

One solution to resolve this issue is to use client browser cookies to enforce a Bayou-like client consistency model [26] to ensure that clients communicate with sufficiently updated servers.

The second means of violating our assumption about hidden channels lies in clients comparing data to scheduled events. For example, if a client is aware of an event that is scheduled for some time in the near future, it can observe staleness in data that it receives from a replica if those data do not reflect the occurence of that event. However, by employing leases and using Δ coherence guarantees, a replica can bound the real-time delay between when data at a replica reflect a scheduled event and when the event actually takes place.

4. EVALUATION

4.1 Methodology

We use an event-driven simulator to analyze our algorithm. The simulator models each server as a singlethreaded server. Therefore, we assume that any server can only transfer one object at a time and is blocked while that object is being tranferred. We compute the time an object is blocked transferring an object as objectsize/bandwidth.

We also assume that the bandwidth available to the system does not change throughout the simulation.

For algorithms that require only coherence guarantees, we simulate replicas as having one queue for each object; thus, while the request at the head of one queue is blocked, other requests can proceed. For each replica we also simulate the presence of one message queue and one processor queue, such that new messages get inserted into the message queue and get placed into the processor queue if they must wait to be processed. For example, invalidate messages are processed by the message queue, whereas read requests that are not satisfied from cache must block in the processor queue for preceding read requests to complete.

We assume that the size of control messages is insignificant compared to the size of objects, so we consider them to be of 0 size. We assume that the latency of the network is 200ms +/- 90%. Thus, the amount of time taken to transfer an object is given by the sum of the network latency and objectsize/bandwidth. We note that the sender and receiver must both block for objectsize/bandwidth units of time when sending and receiving the object respectively.

4.1.1 Workloads

We evaluate the algorithms using a trace-based workload of the Web site of a major sporting event^2 hosted at about 20 geographically distributed locations using the IBM sporting and events Web service. The logs contain a total of 22.8 million requests from clients and 281 thousand writes occuring at the origin server, and spanned one day. We use logs in two formats: standard web traces, as well as update traces. Web traces are traces of requests by clients at each replica, whereas update traces contain information about which object was modified and when.

In order to simplify simulations simple we choose to ignore certain entries in our trace file. In particular, we remove from the trace files (1) all dynamic requests, (13.9%) (2) all requests that do not contain 200 or 304 as server return codes, (36.7%) (3) entries that appear out of order in the trace files (0.58%), and (4) requests that our parser fails to parse (0.17%).

We eliminate those requests with return codes other than 304 and 200 because we assume that the expensive operations at a replica are those that potentially lead to communication with the origin server. Although requests that result in error codes of 302 (server redirection) are valid requests, we remove them from our traces because those requests reappear in our trace files as requests with 304 or 200 as return codes. We remove out-of-order requests because they pose a problem for the event queue in our trace-driven simulator. Due to the fact that they are so infrequent we do not believe they influence our results. Finally, we remove requests that have valid return codes but that our trace parser fails to parse because it parses more conservatively. Since the number of requests we remove because of our parser is small, we do not believe removing them influences our results.

4.1.2 Limitations

We assume that the network connection near the origin server is the bottleneck in the system. Therefore, we model the origin server as having only one outgoing link, so one message may block behind another message even if they differ in their destinations. This assumptions may lead us to

2the 2000 Summer Olympic games underestimate the performance of our algorithms. Another approach would be to assume that the network bottleneck lies near the replicas, so messages intended for different replicas will not block behind each other. Such a model is useful for simulating failures of individual links to replicas. However, we do not use this model in our study.

In calculating the priority of objects when prefetching (as in the 3-queues or FIFO invalidate + prefetch algorithms) we use the update frequency and the observed read frequency of the object and assume that the server at all times has perfect information about which reference counts of objects. In practice, replicas would send periodic object access information to the origin, so it may not have perfect knowledge and may consider one object to be more popular than another when it is not. However, it is unlikely that a very unpopular object would be seen as being very popular (or vice versa). Therefore we do not think this limitation will influence our results significantly.

4.2 Metrics

We define the following metrics to characterize the behavior of our algorithms.

Figure 4: Request R2 sees the (stale) value of data written at W1. s in the figure refers to the staleness.

1. Staleness: If a replica serves version k of an object after the origin site has already (in real time) written version k+1, we define the staleness of a request to be the difference in time of when the request arrived at the replica and when version k + 1 was written. If the object is current with respect to when its request arrives at the replica, we consider the staleness exhibited by that request to be 0. Thus, the staleness of a request that arrives at time t is the difference between t and the last time that the object it receives was current. The mean staleness is defined as the average staleness experienced by those requests that were served stale data. Figure 4 shows an example of staleness.

2. Response time: We define the response time as the difference in time between when a replica receives a request and when it satisfies it.

3. Local miss time: We define the local response time as the difference in time between when a replica receives a request and when it satisfies it. The local miss time of requests that hit in cache is 0.

4.3 Bandwidth v. response times

Figure 5 shows a plot of the bandwidth available to the system against the resulting local miss times seen by replicas. The top line represents the miss times that result from using only invalidate messages and demand fetches. Due to the fact that this algorithm does not exploit any prefetching,

Figure 5: The effect of bandwidth availability on local miss times

response do not improve with increased bandwidth. A slight improvement is due to the fact that at higher bandwidths object transfers take shorter amounts of time.

We have included the second line (coherence) in the graph because that is what currently proposed algorithms try to provide [35, 23, 33]. The top line shows the additional cost associated with providing sequential consistency, which is required to better insure transparency in replication. We note that providing only coherence allows our local cache miss times to become a factor of 5 lower.

The FIFO inval+prefetch algorithm does exploit available bandwidth and hence sees 3 orders of magnitude reduction in local miss times (for 10MBps) compared to the algorithm that uses demand fetching only. The latency incurred by this algorithm arises due to requests that arrive between when an invalidate message for the desired object is received and when the object itself is received (demand fetched or prefetched).

The FIFO update all algorithm outperforms all other algorithms in local miss times. The only delays incurred due to this algorithm arise from requests that arrive at a replica while it is receiving an object from the origin site. We note that the line for this algorithm starts at 2.5MBps because the system requires at least 2.1MBps bandwidth to sustain prefetching all objects. In practice, however, the delays experienced with such bandwidth may be unacceptable. We note that delays can be reduced by a factor of 3.6 when the system has 5MBps of bandwidth or higher available. Also, as will be seen in the next subsection, FIFO update-all gains this response time advantage at the cost of an enormous increase in the delay of update propagation due to queueing.

The local miss times seen by the 3-queue algorithm are similar to those of the FIFO inval+prefetch algorithm due to the fact that 3-queue also utilizes available bandwidth to prefetch data. However, 3-queue outperforms FIFO inval +prefetch by a factor of 2 (at 10MBps) by trading off some consistency and delaying invalidate messages in exchange for higher local miss times. We bound the allowed staleness to 60 seconds.

4.4 Available bandwidth v. consumed bandwidth

Figure 6 shows the amount of bandwidth consumed by

Figure 6: How the amount of bandwidth consumed changes with the available bandwidth

the various algorithms. Although the FIFO inval+prefetch algorithm and 3-queues algorithms attempt to utilize available bandwidth, they do not prefetch all objects even when there is sufficient bandwidth available to do so. The reason that update all uses more bandwidth is that in some cases under the FIFO inval+prefetch and 3-queues algorithms a given object waits at the origin server to be prefetched but then is replaced by a newer version before it actually gets prefetched. In contrast, the update all algorithm prefetches every update of a given object to all replicas.

Under demand fetching only, the bandwidth consumed is approximately 250KBps (but note that the system needs 1MBps or higher to make queueing delays tolerable). Prefetching all objects requires 2.1MBps, or 8.6 times more than the minimum bandwidth and 2.1 times more network capacity than was required for acceptable queueing delays under the demand only algorithm. 3-queues and inval plus prefetching increase their consumption gradually as available bandwidth increases. For example, if the system is provided with 1MBps, or the bandwidth required to receive acceptable response times when demand fetching only, 3- queues and inval+prefetching reduce local miss times by factors of 5.9 and 4.6 respectively. If the system is provided with 2.5MBps - 10 times more than the minimum required bandwidth for fetching on demand only - 3-queues and inval+prefetching reduce local miss times by factors of 30 and 17 respectively.

4.4.1 Discussion

We make the following observations. We note that for a system that is engineered as a single-server, the server must sustain 1.86MBps to satisfy all of the requests in our workload. Each request would experience two network round-trip times in addition to the time required to transfer the file. By exploiting an edge-server architecture, we note that even if the origin server has only 1MBps available bandwidth it can sustain the rate at which it must propagate objects to assure that each replica can sustain its load of requests. Furthermore, if the system has twice as much bandwidth as the minimum required for a single server, it can prefetch all data (although it may exhibit high staleness). If the system has a factor of 5 greater bandwidth than that required for a single server, the origin server can prefetch nearly all objects to replicas while keeping the staleness bounded.

We note that enabling prefetching and building an edgeserver architecture and consuming bandwidth by prefetching aggressively can greatly reduce client-perceived response times for workloads similar to ours. [10] makes a strong case for prefetching. By comparing the cost of human wait time to the cost of bandwidth and storage required for prefetching, the author shows that it is currently benefitial to prefetch an object even if there is a 1% chance (or possibly lower) that the object is accessed. Furthermore, by employing protocols such as TCP-Nice [30] or by using router that support differentiated services, it is possible to ensure that bytes that are prefetched do not interfere with those that are sent on demand.

4.5 Bandwidth v. staleness

Figure 7: Staleness decreasing with bandwidth for various algorithms

Figure 7 shows a plot of staleness on the y-axis against bandwidth on the x-axis. We note that the two FIFO inval algorithms yield the lowest staleness due to the fact that they send invalidate messages immediately after an object is modified. On the other hand, update all shows the highest degree of staleness due to the fact that any write event that takes place at the origin server must wait for the objects of all unfinished writes to be prefetched to all replicas before proceeding. For low bandwidths this can be a significant cost. In the case of 3-queues, the maximum staleness of a request is bound by the user-specified deadline, which is a parameter to 3-queues. In our study we have chosen to set this parameter to 60 sec.

We note that the figure in 7 is plotted on a log scale. For lower bandwidths, the FIFO update-all algorithm experiences large delays. For example, in an configuration where the system has 3MBps available, each stale request sees data that are on average over 25 minutes stale. Even at 5MBps, a stale request sees data that are on average nearly 1 minute stale for our workloads.

4.6 Bandwidth v. availability

We measure availability as follows. For each run of our simulator, we randomly choose a point in time when we assume that the origin server becomes unreachable to replicas. We simulate a failure at that point in time and measure the length of time that the system can continue to function be-

Figure 8: Probability of masking failures for various algorithms

fore any replica receives a request that it cannot mask due to disconnection. We refer to this duration as the mask time.

Figure 8 shows the ability of various algorithms to mask failures in the form of a distribution of mask times. We show on the x-axis the mask time and use the y-axis the fraction of samples in the cumulative distribution. We choose to examine our system when it has 3.5MBps bandwidth available.

We note that the FIFO invalidate + demand fetch algorithm performs the most poorly; on our graph the line is indistinguishable with the y-axis, indicating virtually no ability to mask failures. This poor behavior arises due to the fact that a replica waits until the arrival of a request for an object to refresh that object in its cache. As a result, the first request for an object after that object is modified at the server causes the replica to experience an unmaskable failure. On the other hand, the update all algorithm can mask all failures due to the fact that at any point in time, the entries in a replica’s cache form a sequentially consistent view of data. Therefore, the replica can continue to work across failures and still provide sequential consistency.

The 3-queues algorithm outperforms the FIFO inval+prefetch algorithm due to the fact that in our model unmaskable failures are those failures that are followed by requests that miss in cache. Since the FIFO inval+prefetch algorithm sends invalidate messages for an object immediately after the object is modified, a potentially large amount of time expires between when a replica receives an invalidate message and when it receives the corresponding object. Since any request for that object during this interval will miss in cache, it is during this interval that the replica is most susceptible to facing unmaskable failures. By delaying invalidate messages, 3-queues reduces the duration of such intervals and therefore reduces the likelyhood of facing unmaskable failures.

4.6.1 Data

We collect our data by running our simulator many times and measuring the mask time for each run. We note that this approach is prone to high error, due to the fact that failures occur at different times during each run. For requests that occur near the end of the simulation run, the simulation may finish before the system experiences a request it cannot mask. Such a run fails to accurately measure the failure mask time. We consider the failure mask time of such a run to be the duration of time between when the failure occurs and when the simulation ends. This leads us to possibly underestimate mask time . We run our simulator multiple times (40/45 times for our figure) to reduce the variation we see.

4.7 Optimization: Combined writes

Figure 9: Merging write operations into transactions

We note that it is possible for the origin server to reduce the amount of bandwidth consumed when propagating an object by combining writes to that object. Due to the fact that providing sequential consistency requires that objects be sent in FIFO order, combining writes to an object can violate consistency guarantees unless the two writes that are combined follow each other as consecutive events. We note, however, that if multiple consecutive write events are applied together as one atomic operation, they can be combined before being applied and the result will not violate sequential consistency. Under this optimization, if one such atomic update contains multiple writes to the same object, it is safe to remove all such write events other than the most recent one. Studies have shown that “bytes die young” [5]. Combining write operations could yield large savings.

Therefore, we investigate the scenario where the origin site merges writes into atomic units that must be applied as transactions. We note that a transaction used in the context of this section differs from the concept of transactions that may be required by the application; our definition of a transaction arises from the fact that all writes in a transaction must be applied as one atomic operation.

This algorithm combines writes as follows. The origin server maintains a buffer of write events. We bound the number of events in the buffer by bounding the amount of time that a write can remain in the buffer. Writes then proceed in rounds. In each round the buffer is emptied and all write events in the buffer are propagated to replicas as transactions. The buffer only contains one modification for each object. Modifications are inserted into the buffer in FIFO order, although only the last modification to a given object remains in the buffer. We note that if replicas are restricted to apply all such writes as a single atomic operation, they do not violate sequential consistency requirements.

Figure 9 demonstrates the the results of this approach.

We measure in this graph the volume of data that the origin site must send to a single replica using the update-all algorithm. The graph shows on the x-axis the number of seconds for which data are buffered and on the y-axis the total amount of data that must be transferred.

We note that the longer the origin server waits to send data, the fewer the average number of write events that the origin is required to send, due to the fact that the likelyhood of an object being modified multiple times in the same transaction increases with time. We also note that the longer the origin server waits to send data, the larger the average staleness exhibited by client requests.

We compare this algorithm to the FIFO update all algorithm. We note that the FIFO update all algorithm can be considered to be an instance of this algorithm where the maximum transaction size is set to 0s. The behavior of this algorithm depends on how much locality is exhibited by write events. When locality is high, each transaction successfully eliminates the need to transmit many writes, thereby possibly greatly reducing the amount of time consumed in transferring each transaction. Thus, the expected amount of data queued at the origin server to be sent to replicas decreases. This in turn leads to reduced staleness of data.

However, if writes exhibit low locality, this algorithm will not be able to significantly reduce the amount of data that must be transferred from the origin server. Instead, each write event may exhibit a large delay before it is sent due to the fact that it must wait at the origin server until the origin server has finished assembling the transaction of which this write event is a member. Therefore, such a scenario may yield large data staleness.

5. RELATED WORK

There has been a lot of work that addresses providing coherence for web services[35, 23, 33], but that addresses providing consistency in this environment. Burns et al. [7] discuss a publish consistency model of consistency that is useful for web workloads and show that consistency implemented by file systems has inefficiencies due to which they cannot easily scale to many clients. [1] provides a useful comparison between ordering and timeliness of events.

Fei [12] uses a model of the topology of the Internet and addresses the issue of distributing content in a content delivery network by using application level multicasting to deliver popular content but using invalidate messages for other data.

Many studies have addressed the importance of caching the dynamic content to improve system performance and scalability. Challenger et al. [19, 9] develop an approach for consistently caching dynamic Web data that became a critical component of the 1998 Olympic Winter Games Web site. They develop the Data Update Protocol to allow their web application to update data when dependent data become stale. Such a system could be used to generate update events for our system to propagate to edge servers.

Globe [29] uses the notion of distributed objects to allow application developers to exploit application-specific consistency semantics to replicate objects. Gao et. al [14] follow a similar strategy replicate objects to support edge servers running e-commerce (TPC-W) workloads. Our study focuses on a more restricted single-write update model, but it provides sequentical consistency guarantees, supports generic data, and integrates self-tuning update propagation.

TACT [37] and Bayou [24] are two different approaches to distributing read/write data. These systems differ from ours in that they are built for services where any replica can modify data. Our approach differs from that taken by TACT because we do not provide applications fine-grained control over consistency and availability. However, we attempt to provide both and add the ability for our algorithms to tune their behavior to available bandwidth. Bayou provides client-centric guarantees [25] that would allow the system to provide guarantees about data at a particular replica, but not about the system as a whole. Also, Bayou does not provide strong guarantees on the timeliness at which data are propagated.

Yu and Vahdat [37] observe that minimizing the time between when an update occurs and when it propagates maximizes system availability for any given consistency constraint. The 3-queue algorithms efforts to integrate consistency and self-tuning updates make use of this property.

6. CONCLUSIONS

We study the problem of Transparent Edge-server Replication by examining two known simple algorithm - FIFO invalidate and push-all. We start by describing the consistency semantics that applications require and show that many existing caching mechanisms do not provide the consistency semantics required to fully transparently replicate data. Furthermore, they typically implement what we describe as the FIFO invalidate algorithm, which suffers from low availability, and high response times. We then compare it to three algorithms: FIFO push-all, FIP, and 3-queues. We show that (1) by using the simple FIFO push-all algorithm, it is possible to increase availability to 100%, while receiving small response times, (2) the FIP and 3-queues algorithms emulate FIFO push-all when sufficient bandwidth is available and FIFO-invalidates when only enough bandwidth is available to fetch objects on demand, and (3) FIP provides excellent timeliness guarantees but can exhibit lower availability and response times than 3-queues, whereas 3-queues provides a means of trading off a bounded amount of timeliness to gain availability and response times.

We show, using a trace driven simulator, that for our workloads, FIFO update-all, FIP, and 3-queues can reduce the time spent communicating with the origin server, the local miss time, by up to two orders of magnitude. We show that although enforcing only coherence guarantees for the FIFO invalidate algorithm (as is done by many current systems) can reduce local miss times by a factor of 5 compared to enforcing sequential consistency, in the presence of sufficient bandwidth FIP and 3-queues outperform FIFO invalidate even for the coherence case.

7. REFERENCES

[1] M. Ahamad and M. Raynal. Ordering vs timeliness:

two facets of consistency? In International Workshop on Future Directions in Distributed Computing, June.

[2] Inc. Akamai. ”turbo-charging dynamic web sites with akamai edgesuite”. White paper, Akamai, 2002.

[3] Network Appliance. Internet content adaptation protocol (icap). DS-2326, June 2000.

[4] A. Awadallah and M. Rosenblum. The vMatrix: A Network of Virtual Machine Monitors for Dynamic

Content Distribution. In 7th International Workshop on Web Content Caching and Distribution, August 2002.

[5] M. Baker, S. Asami, E. Deprit, J. Ousterhout, and M. Seltzer. Non-Volatile Memory for Fast, Reliable File Systems. In Proceedings of the Fifth International Conference on Architectural Support for Programming Languages and Operating Systems (ASPLOS-V), pages 10–22, September 1992.

[6] E. Brewer. Lessons from giant-scale services. In IEEE Internet Computing, July 2001.

[7] R. Burns, R. Rees, and D. Long. Consistency and locking for distributing updates to web servers using a file system. In Workshop on Performance and Architecture of Web Servers, June 2000.

[8] P. Cao, J. Zhang, and K. Beach. Active Cache:

Caching Dynamic Contents on the Web. In Proceedings of Middleware 98, 1998.

[9] J. Challenger, A. Iyengar, and P. Dantzig. A scalable system for consistently caching dynamic web data. In Proceedings of IEEE INFOCOM, March 1999.

[10] B. Chandra. Web workloads influencing disconnected services access. Master’s thesis, University of Texas at Austin, 2001.

[11] IBM Corporation. Mqseries: An introduction to messaging and queueing. Technical Report GC33-0805-01, IBM Corporation, July 1995. ftp://ftp.software.ibm.com/software/mqseries/pdf/horaa101.pdf.

[12] Zongming Fei. A novel approach to managing consistency in content distribution networks. In Proceedings of Sixth International Workshop on Web Caching and Content Distribution, June 2001.

[13] M. Frigo. The weakest reasonable memory model.

Master’s thesis, MIT, 1988.

[14] L. Gao, M. Dahlin, A. Nayate, J. Zheng, and A. Iyengar. Application-specific content distribution for edge services. In review., November 2002.

[15] C. Gray and D. Cheriton. Leases: An Efficient Fault-Tolerant Mechanism for Distributed File Cache Consistency. In Proceedings of the Twelfth ACM Symposium on Operating Systems Principles, pages 202–210, 1989.

[16] M. Herlihy and J. Wing. Linearizability: A correctness condition for concurrent objects. ACM Trans. on Prog. Lang., 17(10):463–492, July 1991.

[17] A. Iyengar and J. Challenger. Improving Web Server Performance by Caching Dynamic Data. In USITS97, December 1997.

[18] V. Jacobson. Congestion avoidance and control. In Proceedings of the ACM SIGCOMM ’88 Conference on Applications, Technologies, Architectures, and Protocols for Computer Communication, August 1988.

[19] Paul Dantzig Jim Challenger and Arun Iyengar. A scalable and highly available system for serving dynamic data at frequently accessed web sites. In In Proceedings of ACM/IEEE, Supercomputing ’98 (SC98), 1998.

[20] A. Joseph, A. deLespinasse, J. Tauber, D. Gifford, and M. Kaashoek. Rover: A Toolkit for Mobile Information Access. In Proceedings of the Fifteenth ACMSymposium on Operating Systems Principles,

December 1995.

[21] Leslie Lamport. How to make a multiprocessor computer that correctly executes multiprocess programs. IEEE Transactions on Computers, 28(9):690–691, September 1979.

[22] R. Lipton and J. Sandberg. Pram: A scalable shared memory. Technical Report CS-TR-180-88, Princeton University, 1988.

[23] C. Liu and P. Cao. Maintaining strong cache consistency in the world-wide web. In Proceedings of ICDCS’97, pages 12–21, May 1997.

[24] K. Petersen, M. Spreitzer, D. Terry, M. Theimer, and A. Demers. Flexible Update Propagation for Weakly Consistent Replication. In Proceedings of the Sixteenth ACM Symposium on Operating Systems Principles, October 1997.

[25] A. Tanenbaum and M. van Steen. Distributed Systems: Principles and Paradigms, chapter Consistency and Replication. Prentice Hall, 2002.

[26] D. Terry, M. Theimer, K. Petersen, A. Demers, M. Spreitzer, and C. Hauser. Managing Update Conflicts in Bayou, a Weakly Connected Replicated Storage System. In Proceedings of the Fifteenth ACMSymposium on Operating Systems Principles, pages 172–183, December 1995.

[27] G. Tomlinson, H. Orman, M. Condry, J. Kempf, and D. Farber. Extensible proxy services framework. IETF-Draft draft-tomlinson-epsfw-00.txt, IETF, July 2000. Expires January 11, 2001.

[28] A. Vahdat, T. Anderson, and M. Dahlin. Active Naming: Programmable Location and Transport of Wide-area Resources. http://www.cs.utexas.edu/ users/ less/ publications/ research/ anamedraft.Aug98.ps, August 1998.

[29] M. van Steen, P. Homburg, and S. Tanenbaum. The Architectural Design of Globe: A Wide-Area Distributed System. Technical Report IR-422, Vrije Universiteit, Amsterdam, March 1997.

[30] A. Venkataramani, R. Kokku, and M. Dahlin.

TCP-Nice: A mechanism for background transfers. In OSDI02, December 2002.

[31] A. Venkataramani, P. Weidmann, and M. Dahlin.

Bandwidth constrained placement in a wan. In Proceedings of the Twentieth Symposium on the Principles of Distributed Computing, August 2001.

[32] A. Venkataramani, P. Yalagandula, R. Kokku, S. Sharif, and M. Dahlin. ”potential costs and benefits of long-term prefetching for content-distribution”. In Proceedings of the 2001 Web Caching and Content Distribution Workshop, June 2001.

[33] K. Worrell. Invalidation in large scale network object caches. Master’s thesis, University of Colorado, Boulder, 1994.

[34] J. Yin, L. Alvisi, M. Dahlin, and A. Iyengar.

Engineering server-driven consistency for large scale dynamic web services. In Proceedings of the 2001 International World Wide Web Conference, May 2001.

[35] J. Yin, L. Alvisi, M. Dahlin, and C. Lin. Using Leases to Support Server-Driven Consistency in Large-Scale Systems. In Proceedings of the Eighteenth International Conference on Distributed Computing Systems, May 1998.

[36] J. Yin, L. Alvisi, M. Dahlin, and C. Lin. Volume Leases to Support Consistency in Large-Scale Systems. IEEE Transactions on Knowledge and Data Engineering, February 1999.

[37] Haifeng Yu and Amin Vahdat. The costs and limits of availability for replicated services. In Symposium on Operating Systems Principles, pages 29–42, 2001.