C.Dﬂ\_g:l% H«.& gj%\us: ﬂ?‘xm&j, dies pn o Swesuded thkn‘"

k %Yv\col\y, \Q.y exqusston velies on o PRG
loy expansion. &

ko | ke | ke [ o | ke |
inpuct \/ [ﬁ/ L_——L ovrpur
~ ~ ~ X
X~ B E > %, ? o —% g >ﬂ
_ C »

~
E ' Cound 'vac\'io*\.

’D&"\w‘.{' +o ao.sbv\! Nexer inceat \[ouu' oW cxﬁ)—\—o - use u)el\-m&izt)\, Flandardized. condwuckons  ond ‘\W\?M'\'\'NS\.

We ol o ok 4o doassic o\f—%‘bﬂs: on medeen. Tintel processs,
~ DES / 3IDES (,ﬁn.'(k Ewrﬁk‘o(\ %dtfé») N (o\bldofu{ ot BN\') f—J (s bn AES(NI)/‘-':-_ ;v:\!r:‘/

T AES (Adwaced EN'A'FRM SWM} 2003 [rmost .su):.\7 wed. block Ciphas, I«Q\mtul in bosduoce ' Tnte| rowsw:;)

DES : relics on o Feuste dn.s“t‘n)ﬂ"

L% | [ | v | 8 )
fa F(k;) F(k;) ) v Con Stack Y’\“R‘Yk \aYe,('S
oo
LS 31 Yo a" _J
Evalusdion Taversion

Obsesve b P gt T does not have to e twveckble = Feostel raweck s sl vectole'

Theore.o lw¥¥-w3. I F s o sewse PRE, fheon & Frrouad Festel  conslrugkion Yld&s o secuse. PRY.
Slw(‘\oa'\y, o U-ownd Festel  ontiruction ’««\Q\:wu\-kx o~ s’«ov\a PRP
T— o PRP whoue the odiessosy ean also

(1\/"7 Hhe Wuersion  onacle (l.g., F-\(k,-)

Shoot thot  Festel Conttruckion 1s  Sousdk for eorstrucitny Bk eiphec e pscadomalon wield and 0]
(Jw& now  reed & ‘Sea& W-\«B\a Freckon F) in fle randow wor\;’)
> called. the mand functton

17 DES round funchon wil net be o PRF, so

DES: block size: b4 bas —> Cownd  fumciion ofercces on BA- bt blecks overal construction  oies o4 mor omads
b s2e 56 bas (4 N cenclaions) Cout Guean) dasyn phlasoply Suppurted by taaey)

used to derve 16 reaad la.ys (48 b¥s) 3¢ Derch- S\ww\)

{3“ J\qsu‘f\w\ o’&

T DES owra) ¢ o lo-roundl Feistel nedwotk
DES werd Lunsleen

siple ofpach * each UGk Jay 5 selwet of Ha origel BLBE lay



Be-tek hu[s Wes 0. compromize  between WO~ heys (NIST/NSR)  ond. G-k by (crYP*oam.t\m - el Hellnen)
> fuerd sttt e wouliident
~ 1997 DEs dvz.\\enae sdeed w96 ‘{‘7'3 (mossioe. distrlouted. effoct)
T 9997w dedicared hoedemee, PES aam be broken n just BL heuss
~ 2007 using off -thoshlt FPGRAs (20), con breok DES et 83 o\.ys

2 et Secuse euoa\«‘.
- o..wluw_ Comn o bresk DES!

L> 9-pgs - “\’Y\"l DES dulee  lkeys nows U2 -Gds)
Lo weex-in-ther widdle  sitalk goes ne dm\vaz kabk spue vsane 8 high)
> 3085 opply DES theee, Yomas [ B0E3 (e, k, k) ) = DES(ky Dp_g"(kl, Dgs(_k“,)))]
2 1636k bays T Staadacdieed @ 8 oftc bwie fine ottades on DES dewn o be SeasMle

AES (9962 - mott common Wiede Sphec W ws -\-3.7)'.
= 3DES s sow (3¢ doves 4han DES)
TOOH-HY Bk dre ot waal (remll et Bk sae doferins odimons adwmeteg ohe Mok aghe s foe enceypron)
i hove 246t and S6-Gd vactomdd

J 123
PES bleck ophee hos 38-5¢ Uocks (ond @3-b Jays) (bt Blecke e alunys 2%°)
L5 Lollows onothec classic Ao.s‘aw ?m.)\tsm 1 deceted Byen- Mowsoue  (alse called oJ‘\'vml'l\\a \kh{ c»flus)

Even- Momsowe  block a?hx'- \w{s (,k‘,\c,), ‘m(u& X :

. ke ky k,
BN SR R

Evaluation Tversion
Dheorem (Even-Mamonsd 2 If T 6 modeled 05 0 ondom gecmutodion, Hhea Pe Evea- Mansouc  block aigher ‘s Secare (e, & is
o Secure PRP)
The AES block C\f\u can b viewed as  an Vemded  Even “Mamssws Sphar ——

}
198 - bty AES oy exporsan (\4,.7 sdndulle) AES N8 10 ouds

K _‘%/ gk RES 12 mueds
3
ES-236: 14 rouwnds
X 5‘ *ﬁqes SA— Tage | S -ﬁﬂ,‘is _)é—qa A
(blockesize ol 28 biy)

Pesmodudires Taes ond Tags ase  fied fomcdaions and comest be  Wad  permodotions
Ls connet wke down  Condown YQKN\\L"(“J“M\ ovek

L Connst &.“tn.\ ‘o ar_cu\:ck?' o{' Extm- Momseus ~cor m&k/ €°x\’)‘1?

> Bt skll poides evidue Hod A dasign stodery s deble (siloc 4o DES ek hoby-Racksff ]



AES round Ygrmu:\h*im: Ww;\ K Aheee aoectiole Dgemkimx thok ench opede on 0 12%- by block

ol Ol fal® SuMBytest opply o fited permodedion S o = o0V b eadn <l

O“‘f “6 &C &7 l_7 “\N’é\ codad ‘wn 'PM,_ AES S’t‘h‘\&ué\ (S'lw\.:lfu' 4o 5*\)0‘)

sy 0 | Ro| Xy (Chosen ey c,mu\/v Yo vesist oddocks)

Oa| Aol bl SkftRows : C,Ydir. skt e rows of fha medix

—_— T Ak ow wmkuac«l

28 beks aurcomged d . (F)

w q-’ky-‘-,» afl I b'P 9«\&\ Yo S\\\M ‘Q“" ‘97 l Q\W\'\b vy f °\‘f“°""‘ ods owe 6‘:(3_3

LY’M (033) T3 wo shilred (eft \7 oL . medule A wedocidle
“ ik oo sibed GH by 3 S B #8430 e

MixColusns = the medvix s ’w\u‘,mkd 0 & ‘f'b,- % aodex ovec OF(28)  and mu\*’fku}\ \7
o Lixed meectble Mot (oo ch-&J\/ thoren ondl  hodd- codad tnte fre Stuaded)

Obuterve.* E‘"Y opgrodion 1 weetdle, so Composifon is odss  \nvesrkble
Tlags © Subbyles ; SkftRoos 5 Mitlalumns
Tags © SwbBytes ) SkHRoos Mo Micliumas for tha lost ol [okm so AES ducrypron cirek kﬂ
wesembles AES encoypine

Sm«ly of AES: Brute-fore aftack * a‘”
Rest knoum Jay recovesy ook 2% . — aly s better o beoke e

Whet does 2% - dime Lok Lk ”
T Suwosr. we can "\'fy SLW Lu.‘/s o second..
> 9% secds o bk 1 AES ey 10" yesrs (710 il times kes Fhon 0ge o e waivecse. )
~ Total umfuﬁ\\a power on Eocth  (Gicen 2015)
o (A%
L estimated o E;eo ~g operations [seeand (c.m«\y, bikeoin winiay - Compates N g haskes /smul)
Lek's 507 we can do & operskions [second-
4@
L ghl require L Sewends t beeak AES M 9 miflion years o Compate
If we move 4. 256-bit \Lu/>, best bouwte force ottock ~takes Z’S'u time.  (on RES-256)
D
J:/ &es
Tn Mll-’m?\o.m‘t& syens, the u‘ﬁbafo{\/ ® net e weok ?o'u\‘\' et \noak:va the coypte ft%m new claoithmic techaiques
- Bt sl chonnels / bad '\MQW‘\'&‘{\'MS toon  Comgrow-ise uﬂ){v



