
not' ideal

longamepad [Vigenere cipher where keyisa as the message!]
·t c=kmEncrypt (k, m):outy

M =50,13" Decrypt(K, c):outputm
=k*C

C =50,13
&

bitwise exclusive or operation (addition mod 2)

Correctness:Take any ke 90,1)", one 30,132:
-

Decrypt (K, Encrypt (k, m))
=k * (k0m) =(k0k) am =

m (since k*k =04)

Is this secure? How do we define security?
- Given a ciphertext, cannotrecover the key?

Not Good:Says nothing abouthiding message. Encrypt (k, m)
=

m would be secure under this definition, butthis scheme

is totally insecure intuitively!
-

Given a ciphertext, cannotrecover the message.

NOT GOOD! Can leak partof the message. Encrypt (K, (mo, mil) =(mo, m, 0K). This encryption mightbe considered secure

butleaks halfthe message. Imagine ifmessage was "username: alice II password:BPs
mightbe the

- Given a ciphertext, cannotrecover any bitof
the message.

NOT GOOD! Can still learn parityof the bits (or every pair ofbits), etc. Information still leaked ... string that is
leaked!

- Given a ciphertext, learn nothing aboutthe message.
Goop! But how to define this?

Coming up
with good definitions is difficult!Definitions have to rule outall adversarial behavior (i.e., capture broad enough class

of attacks)

↳
Big partof crypto is getting the definitions right. Pre-1970s: cryptographyhas relied on intuition, butintuition is often

wory! Justbecause Icannot break itdoes notmean

How do we capture "learning nothing aboutthe message"? someone else cannot...

If the key is random, then ciphertextshould notgive information aboutthe message.

Definition. A cipher (Encrypticcrypt satispectsecrecyiftheall messagethemand
all ciphertexts (EC:

e

probabilitythatencryption ofmo

is c, where the probability is
taken over the random choice of

the key k

Perfectsecrecy says thatgiven a ciphertext, anytwo messages are equally likely.
=>Cannotinfer anything aboutunderlying message given only the ciphertext(i.e., "ciphertext-only"attack)

horem,Theone-timepad satisfiesperfectsecret ct 90"Tee
PrIk * s0,13": Encrypt(k,m) =2] =Pr[k 30,13":k0m =c]

=Pr[k* [0,13m:k =maC]
=I
2n

This holds for all messages m and ciphertexts c, so one-time pad satisfies perfectsecrecy.



Are we done?We now have a perfectly-secure cipher!
No!Keys are very long!In fact, as long as

the message... if we canskar keysatthis length, can use same mechanism to]
-2

[ itself
One-time"restriction

Malleable

Issues with the one-time pad:
=>

ime: Very important. Never reuse the one-time pad to encrypttwo messages. Completely broken!

Suppose C,
=k* m, and C2

=k & me

Then, c, PC2
=(k * mi) * (k 0m2) ~ can leverage this to recover messages

W
=

m, Am2
- learn the for of two messages!

One-time pad reuse:
-

ProjectVerona (U.S. counter-intelligence operation againstU.S.S.R during Cold War)
↳ Soviets reused some pages in

codebook - led to decryption of 3000 messages sent by Soviet

intelligence over 37-year period Inotablyexposed espionage by Julius and Ethel Rosenberg]
- Microsoft Point-to-PointTunneling CMS-PPTP) in Windows 98/NT (used for VPN)

↳ Same key(in stream cipher used for both server to clientcommunication ANDfor client -> server

communication
↳(RC4)

- 802.11 WEP: both clientand server use same keyto encrypttraffic

many problems justbeyond one-time pad reuse (can even recover key after observing small

number offrames!)

-alleable: one-time pad provides no integrity;anyone can modifythe ciphertext:
m =kQC

*

replace with com
=>k(c0m') =mom adversary's change now bored into orignal message



im(Shannon). If a cipher satisfies perfectsecrecy, then 1Kul? (M1.

Tuition:Every ciphertext can decryptto at most (K) < /M) messages. This means thatciphertext leaks information about

the message (not all messages equally likely). Cannotbe perfectly secret.

roof. We will use a "counting"argument. Suppose (K)<IM1. Take any ciphertext (5 Encrypt(/,m) for some kEK, mEM.

This ciphertextcan onlydecryptto atmost IK) possible messages (one for each choice ofkey). Since (K)<(M), there
is some message it such

that

YkEK: Decrypt (k, c) = o

By correctness of the cipher,

UKEK: Encrypt(K, mi) Fc
This means that

PrIks K:Encrypt(k,mi) =c] =0 3 Cannotbe perfectly secret?
PrIk* K: Encrypt(k,m)

=c] < 0

away:Perfectsecrecy requires long keys. Very impractical lexceptin the mostcritical scenarios - exchanging daily codebooks)

If we wantsomething efficient/usable, we need to compromise somewhere.

-

Observe: Perfectsecrecyis an on-theoretic (i.e., a mathematical) property-

Even aninitypowerful (computationally - unbounded) adversarycannot break security
We will relaxthis property and onlyrequire

securityagainstminally-bounded (efficient) adversaries



Idea: "compress"the one-time pad: we will generate a long randomtooking string from a fortseed (e.g., st30,1318).

#typically:se90,134(X is the seed length or securitymeter)
....
..... ..........
1 6(s) - 30,13"where n x

↳a

i is the "stretch"of a PRG

amcipher: 13 = 90,134
M =C =50,13"

Instead of forting with the key, we use the key to derive a "stream"of randomtritsmotl looking bits and use thatin place ofthe one-time pad

If i <m, them this scheme cannotbe perfectlysecure! So we need a differentnotion ofsecurity

Initively: Wanta stream cipher to function "like"a one-time pad to
any

"reasonable"adver
sary.

=>

Equivalently: outputofa PRG should "look"like uniformly-random string

Whatis a "reasonable"adversary?
-

Theoretical answer: algorithm runs in (probabilisticpolynomial time
- Practical answer:runs in time 280 and

space
(164 kan use larger numbers as well)

Gal: Constructa PRC so no efficientadversarycan distinguish outputfrom random.

Captured by defining two experiments or games:

s 50,134 the inputto the adversary (t) is
- + -6(s) often called the angeJaursaryIme50,3 dursaryso

ceriment OEx

Adversary's goal is to minish between Experiment0 (pseudorandom string) and Experiment 1 Ctruly random string)
↳ Itis given as inputa string t of length i Leither +56(s) or -> 90,12)/Remember:adversaryknows the algorithm 6;
↳ Itoutputs a guess (a single bitbe90.13) only seed is hidden!

Let Wo:=Pr[adversary outputs 1in Experiment0] 3 define the distinguishing advantageofasascumti!W. :=Pradversary outputs 1 in Experiment1) PROAdvIA, 6]:
=IWo-Wil

=
probabilistic polynomial time

Definition. A PRC 6: 90,13
*
-> 50,13" is secure if for all efficientadversaries A, alter thatarereal
PRGAdvCA, 6) =

mngligible function (in the inputlength) ~ e.g.,e, xl0g

- L- Theoretical definition:f(x) is negligible if fo(x) for all CEIN
- Practical definition: quantity

- 2-80 or
1-128


