
3-message protocols that satisfy completeness , special soundness , and HVIK are called &-protocols
-) G-protocols are useful for building signatures and identification protocols

How can a prover
both
proveknowledge and yet be zero-knowledge at the same time?

↳ Extractor operates by "rewinding" the prover (if the prover has good success probability , it can answer most challenges correctly.
↳ But in the real (actual) protocol , verifier cannot rewind (i .e ., verifier only sees prover on fresh protocol executions) , which can

provide zero-knowledge.

Many extensions of Schnorr's protocol to prove relations in the exponent.

(NI2K)
#fon-interactivezero-knowledge : Can we construct a zero-knowledge proof system where the prof is amingle message from the

prover
to the verifier?

prover (X,w) verifier (x)
--

T=Prove (X,w)I>L
↓
be 50 , 13

NIZKs for NP unlikely to exist for NP /unless NPE BPP)
,
but possible in the random orace

model (as well as in the common reference string model)

Iat-Shamir heuristic : NIZKs in random orace model

Recall Schnoor's protocol for proving knowledge of discrete log:
prover (g, h= g" , x) Verifier (g.gt)
--- --
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In this protocol , verifier's message is uniformly random
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Keyidea : Replace the verifier's challenge with a hash function H : 50 . 13
*
-> Xp

Namely , instead of sampling (EXp , we sample (tH(g, h , u) .
=

prover can now compute this quantity on its own!

Completess , zer-knowledge , proof of knowledge follow by a similar analysis as Schnoor [will rely on random oracle)

Signatures from discrete log in RO model (Schnorr) :
-

Setup : x * *P
vk : (g , h = g*) Sk : Y

Y
-

Sign (sk , m) : r = 7, & signature
is a NILK proof of knowledge

u = gr c = H(g , h , u , m) z + r + x of discrete log of h (with challenge

o = (u, z)
derived from the message m)

C

-

Verify (vk , m . 0) : write w = (n
,
z) , compute c=H(g , b , n , m) and accept if g = U.

vk = h




