
Reasons to study post-quantum cryptography :

1. Protect confidentiality of today 's computations against potential future threat

2. Standards take a long time to develop and deploy , so should start now

↳ NIST has initiated a multi-year initiative to develop and standardize post-quantum key- exchange and signatures

(currently in 2nd
year

of 6- year initiative
)

↳ Google recently piloted an experiment involving post-quantum key exchange in Chrome (using a
"
best of both worlds

"

approach where key derived from mix of classic key exchange and post - quantum key exchange)

3. New kinds of mathematical structures and assumptions
-

opportunity to build cryptography up from scratch again!

Ourtocus : lattice- based cryptography

Definition
.
An n- dimensional lattice L is a

"

discrete additive subspace
"

of TR
"
:

1. Discrete : every ✗ c- TR
"

has a neighborhood in TRT where it is the only point
2. Additive subspace : Ñ E L and for all ×

,y
C- L

,
- ✗ c- L and ✗ty C- L

E✗ample_ : the integer lattice 2
"

,
the

"

g-ary
"

lattice qZ^ (i.e.
,
the set of vectors where each entry is an integer multiple of g)

While most (non-trivial) lattices are infinite
, they are finitely - generated by taking Integer linear combinations of a finite collection of basis

vectors B = {bi
,
. . .

.
bk} :

L =L(B) = B. zk = {friend:b: : di C- 2 for all i c- [k] }

Example over 1T£ :
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computa-ionalproblems-i.tw?F:e+ieecs-nom
-

Shortest vector problem CSVP) : Given a basis B for a lattice L =L(B)
,
find a shortest

non-zero-vectoryyc-fg~y.y.gg,
,

wjÉ
""" "

-

Approximate SVP (supp) : Given a basis B for a lattice I =L (B)
,
find a non-zero vector v c- L such that

←
approx factor typically1, (L) denotes the norm of the shortest non -zero vector in L functionof lattice dimension n

-

Decisional approximate SUP (Gapsvpdir): Given a basis B for a lattice L=L (B) where either 1, (C) £ d or 1,147 V.d
,
decide which is

the case

Many other lattice problems , but these should provide a flavor for what lattice problems look like

Approximation factor V determines hardness of problem :
- 8=04) : NP-hard
- 8=0 (n) : useful for cryptographic constructions } for lattice dimension R
- y = yn 19109410g n •

. polynomial time



hearningwithF-rrorslLWE.IE The LWE problemis defined with respect to lattice parameters n.mg, ✗ ,
where ✗ is an errordistri-but.in

over Ig (oftentimes, this is a discrete Gaussian distribution over Ig) . The LWF-n.mg,✗ assumption states

that for a random choice A * 2g
"

? s←RZq^ , e ← ✗in the following two distributions are computationally

indistinguishable :
( A.STA +et) É ( A

,
r)

where r←RZq?

LWE-asalat-ie-pwbem.TK search version of LWE essentially asks one to find s given state? This can be viewed as

solving the
"

bounded - distance decoding
"

(BDD) problem on the g-ary
lattice

L (AT ) = { sezq
"
: Ats} + q2

"

i.e.
, given a point that is close to a lattice element s c- L(AT)

,
find the point S

Symmetric encryption from LWE (for binary - valued messages) [ Regev]

Setup 117 : sample stag .

Encrypt (s,µÑ:
"

sample at 2g and e ← ×
. Output (a

,
state +

µ
.#1)

.

/ A Jiro
und to 0

Decrypt Is, at) : output Letz - stctil Visually:II

§ -___ . .

-¥

operation
"

1×72 = {
° if - f- fx < §

"

rounding
I otherwise

E
ya,, , , gg , g. yuan,µ,

www.gaygy,
?
y.am, , ,
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Cordes : ctz - stet, = state + µ
. 1£) - sta p

=p . 11-1 + e ¥÷- - - ¥
if let < ¥

,
then decryption recovers the correct bit

Security : By the LWEN,q,x assumption, la , state)
I (a)r) Ñ•É"

encoding
"

of message 1£
Where r F- Zq. Thus , (message encrypted in

"
most significant bits

"

of the ciphertext)

(a ,
state + µ

. 1£)) É (a, r + µ . 11-1) ↳ will see variant in HWS

Er F- 2g : one-time pad encryption of the
message µ

be: this encryption scheme is additively homomorphic (over Zz) :

la
, ,
state ,

+ µ , -111) ⇒ (a. +az , 51 (a. taz) + (e. tea) + (µ ,
+ µ) . LF ])

(az
,
state, + µ

• 11-1)

decryption then computes
( µ , + plz)

. 1£ ] + eitez

which when rounded yields µ ,+ pez lmod 2) provided that le, + ez 1- I/ < ¥



idea : we will include encryptions of 0 in the public key and refresh ciphertext by taking a subset sum of encryptions of 0 :

setup : AE Zai
'm

output pk
= (A

,
bi )

s E zag b-← STA + et sk = s

Regev's public-key e ← Xm ←
can be viewed as m encryptions of

0 under the symmetric scheme with secret keys

encryption scheme k-ncryptlp-k.pe) : sample r E {0,15

output ( Ar
,
btr + µ

. 1£ ) )µg
, , µµ µ . g.µ ,,

correctness : Ch - Ect
,
= btr +

µ
- LF] - STAR = starter + µ

. LF ] - STAR
=

µ .LI ] tetr
if letr / < ¥

,
then decryption succeeds ( since e is small and r is binary , etr is not large : / etrl < Mlle/11141 = m Hell )

Security-related: Under LWE assumption public key
(A

,
state-1) = (A

,
a) where At 2g

"'m

,

u←R Zqm
By the

"

leftover hash lemma
,

"

if we sample At 2q"m, a £ 2g
"

,
r
# { 0,13m where m > 2 nlogq

( Ar
,
cir) = (V ,

W) where ✓ F-2g and wEZq
⇒ btr in ciphertext functions as a one- time pad


