C.Dﬂ\_g:l%‘ H«.& gj%\us: ﬂ?‘xm&j, dies pn o Swesuded thkn‘"

k ﬁv\m“y, \Q.y exqusston velies on o PRG
loy expansion. &

ko | ke | ke [ o | ke |
inpuct \/ [ﬁ/ L_——L ovrpur
~ ~ ~ X
X~ B E > %, ? o —% g >ﬂ
_ C »

~
E ' Cound 'vac\'ioi\.

’D&"\w‘.{' +o ao.sbv\‘- Nerer inveat \[ouu' oW u‘ﬂ)—\—o - use u)e,\\-s'h&iz&, Flandardized. condwuckons  ond \M?M'\-\'Ns\.

We ol o ok 4o doassic o\f—%‘bﬂs: on medeen. Tintel processs,
~ DES / 3IDES (,ﬁn.'(m Ewrﬁk‘o(\ %dtfé») N (o\bldofu{ ot BN\') f—J (s bn AES(NI)/“:-_ ;v:\!r:‘/

T AES (Adwaced EN'A'FRM SWM\ 2003 [rmost &M7 wed. block Ciphas, I«Q\mtul in bosduoce ' Tnte| rowsw:;)

DES : relics on o Feuste dn.s“t‘n)ﬂ"

L% | [ | v | 8 )
fa F(k;) F(k;) ) v Con Stack Y’\“R‘Yk \aYe,('S
oo
LS 31 Yo a" _J
Evalusdion Taversion

Obsesve b P gt T does not have to e twveckble = Feostel raweck s sl vectole'

Theore.o lw¥¥-w3. I F s o sewse PRE, fheon & Frrouad Festel  conslrugkion Yld&s o secuse. PRY.
S‘M\u\y, o U-ownd Festel  ontiruction ’««\Q\:wu\-kx o~ s’«ov\a PRP
T— o PRP whsse fhe odversacy can also

Quary - nversion oracle. (ie, F )
Shoot Hhok  Festel Conttruckon s Soush dor chv\a bleck df\u‘ I Fhe ?scdom«\&m werld and £
(Jw& now  reed & ‘S@l W-\«B\a Freckon F) in e randowm m:\.,\)

> called the mand functton
17 DES round funckon  will net be o PRF, s

DES : block size: b4 bxs — Cound  functon ofercdes on 232- bt blocks overnll condtructon (il 04 mor wadd
k.r s2e * 5C b (o amr\7 weth  exprt  Conke) n.ao&u&:ms) Cbua SM\ dasgn Tl\\osork/ Su«n:m;& ‘v' 'l'\.wrj)

used to derve 16 reaad la.ys (48 ws)
L T-DES owral ¥ o lo-roundl Feistel nefoork

siple ofpach * each UGk Jay 5 selwet of Ha origel BLBE lay



Hg-bx hey

\\-%-\w\ volwe_

S-boxes (w\na\‘xh».m \«e.s)
E?i. E’J g‘g Se @ [‘I(j E‘:] ench Sbox wops b-vits fo W-bts (m:ek\\y dasigred o be. M‘l‘\m.)

inglentnted 03 &l e (hord-asieed. in fhe DES srecz%aaion)

L ‘ﬁu,b-\'s o‘} *h.ow\-‘w\‘ °“‘1 source of V\o:\-lim'\*/ " e J.us\

-5 H

S-%or As-b’\am edmu&; T pectnd L :zm:'«y
LS NSA made tecommindofon 4o deak  Sowe entes
L dsdaed n N3 ofter c\’\Sr.o«v of  difecentol coypnalysis  thed  Shetes wese e)ubvm\ 4 Yo rbust sapinst Hse oXdy

/—nsl\\mu,s of Pax 'tzd«m‘uu n B ke 70st

56-%e beps wos o compmme bekoeen R (NIST/NSE)  ond  GH-bk b (u\’gkosmrh« - nefelly Hel\nan)
> durmd skt be wooiRdent
TIN7: Oks deleae sdeed in 96 days  (momice dotled. efher)
T 19997 b dadicated hoedione, DES am be broken i Juvk B houss TP net seoece erevah!
~ 2007: us'ma off -thershelf FPGAs  (20), com break DES  in Ao 0§ O\N/‘.‘r - onpore Com wows brenk DES!
> 9-DERS : o\W\\i DES twice Ukeys now N2 -owks)
Lo meet-in-the~ widdle  pitalk gees no Nlm\a:)q G‘"‘"‘&"‘ Spee. usone 3 \\IS;)
> 3-0RS © ogey DES theee twas [BOES((e b, kD)%) = DES(y, DES” (k,, DESCE, %) |
- 163-b keys — Staadardized W T8 ofier brte fore. odtocdes on DES  showa +o e Seasdle

(2902 - Motk commen Vieck Sfher W um -\'47)'.
~ 3DES s sow (3¢ soves fhan DES)
TGH-EY bk sne vt el (reall Hub Bk sae dofnsus oderony’s tdmeteg ohn Mock cighte ) foc enceqption)
tlie howe 192-6t ond QDL VactondS
MES blck aper hus A8-4¢ bocks (ond B3-b¢ Jays) (b black sre alsnys 2%)
> Lollows onothec  classic dasign Y“‘A'S"" ! deceted.  Eyen- Mowsoue  (alse called d&u«ﬁ’o\a \u\{ c,\()lu.rs)

Even- Mansowe bk c:‘?h.c'» \Lu{s (k, ,\c,), ’m?v&' X :

' ke lkz ll(.
¥ E ‘3 ks . S

Evaluotion. Tverson

[heovem LEm- tﬁmf)z If 7 e mededed 05 o Condem To.cmw-u:h‘m, Hen Fhe Evea- Mansouc  blotk clfhx s Secart (i-z., & s
0 Secuce ?R?)



The AES bleck (‘.\f\n-r can e viewed a5 s derded  Gren -Momsous Cher & kegeste

}
\ 128 - bt kay AES \m/ expossion (k..y swc) AES 128 10 muads

A e me e
3
AES-256: 14 rounks
x | Tioes [ >0 Tas | ™ >_’é'_}3

(blockesize all 28 bh)

Peswodukions Tags oad Wgss ae  fued rzmuwou ok comnst Be  idad Permorations
L'> Connet ke 0\.00!\ fMAo» Yﬂ-l‘mu:\d"'n“ ovek

\_> Connet u.“»u) o ,y_cw:rv of Eutm-Mansses Lo m&? iox\’)\w
L R sill wi’«hs euidumce. ot A\ h_s‘sv\ &M‘Tﬂ is velle (smdec 4o DES ank Lnb,h:.uf]

AES found ?erw\w\b:kim'. Qnml\?o'&r)\ X St nseciole oYenx:ch ok each orcn-kr. on o (2% b bledke

3
Dol falBs)  SuByrst agrly o ek peemdeion S fo = Tl o eadh el
O¢| g &C &7 l—" hoe) codad P AES S‘tan\&ue\ (S'mlln.r +te S'\m()
O [ O | Rio| % (Chesen veny caredully o vesisH adtaskes)
Qo | Qaf Guw[s ShedtRows © ¢yce skt He rows  of the  mokeix
— T A% ow wd\usazl
128 bs o.«wod 4 . UF-:)
n by g Lot Lok v swbed |oft b.{ 1 elevients 52 o os owr GF(D)

bytes (f0133) T3 o shifed lefr by L r medule dha wdacidle
Tk oo shbed lht by 3 Pynomiel 28+ x* & ity
MiKCoLW\s'. Hhe Mo s ‘w\u‘m.*a) as ‘f’l)y‘ 4 woedrix  over G)F(?}) ond mu\‘\"fh)\ \,7
o fied weectble motric (ol cacehully  dhoren ond  hord- codad tete fre Stuaded)

Observe Eﬂn{ on-\im\ ® wweskdle, so CoNRoS\-\(oﬂ 1 olss ineertble
Tlags ¢ SubByles ; ShidtRows 5 MitColumns

TYP:&S 1 waBY’['as; SheHR owss No Milolumas for the last round [o{ow so AES olanyrHM_ Cread \»4\04]
terembdes AES U\cfrr‘h'm

Sm‘\; of AES: DBere-force adtuck * 1!1.8
RVest -known \a7 fuovu7 oddock * &VLM time m\y B¢ better faon brute  force !

What does 2™ - hme ok lla?
T Suppose we can ey 3" keys o second.
2> 9% seceds %o beedk 1 AES key ™ 10" yeass (710 million +imes luba then oge of fha M‘wu‘sa!)
T Total Computing power on Emv;o (ceen 2015)
Ls ostimated 4o be ~3 operadions /SLmJ.. (wwaty, bikeoin wisiny Computtes &“ hoskes /,guml)
Led's 5&7 we Can do Q%D oru-:\':ns [second
= onl require Q:w Seconds o beeak AES Y 9 miflion years of compute

TF we move fi 256-bt huys, beot bowte Fre attock tokes 271 ne (on RES-256)

J/ 36., ‘\w&c::‘(.«“s
In Mll-‘m?\o.m% gystems, e crﬁbaa*\\/ B onet dhe weok ‘\)oi'\'\' - \o\'&lﬁna the coypte ftT.o:\m nex Maoithwic ’h:\m\ﬂlm.s
= Bt s chanealy / bad nplessuntedives  tan Compromise (rppro



