
Identity-based encryption : Public-key encryption where sublic can
I key"

be an arbitrary string (e.g. email address)

Setup : Output master public key amik
master secret key msk

KeyGen (msk , id) : Output secret key skid for id

Encrypt (mpk , id , m) : Encrypts message m to user id

Decrypt (skid , Ct) : Decrypts ciphertext it using identity key

Correctness : (mpk , msk) = Setup
skid * KeyGen (msk , id)

=>
Decrypt (skid , (t) = m

ot = Encrypt (mpk , id , m)

Encryption only requires knowledge of mpk and the user identity.
No need to distribute or stone individual public keys.

Generally , think of id -50, 13
" (x-bit string)

↳ mpk "compresses" 24 public keys into a single short key
be30 , 13

Security : adversary challenger ↓
- -

(mpk, msk) = Setup
S--mp
idekeyben (mskiene
EncryptEmpl, id*,my)








