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HARDWARE MODEL CHECKING @ TECHNIQUES

Transition system: T = (I,x,0), where x = Bounded Model Checking:
X1,X2,....,X, 18 the set of variables over B =
{true, false}, I(x) is initial state and d(x,x") rep- I(x0) NiZg (T (xixi41)) A (ViZ] B(xi)) — ok g
resents the transition relation. , . . \Ele{r{rlvo)g rans}amre \ \Algﬁficc?fgn )
State: A state s of T is an an assignment of BMC with K-induction:
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Interpolation

values to variable x. k—1 ;' : R /
. . : : : ) P(XO) Ni_o (Tl /\Pi) — P ' ootonal | . / —
Trace: A trace Y : sg,S1,... 1S an infinite se o . k-induction
quence of states such that so =/, and for each i > 0), Interpolation-based Model Checking: | | (" Abstract
(Sia S —I—l) — 8 >Interpretation <
Reachable State: A state s is reachable in T if Q /\f?:—ol (T, ANP;) = P, | Symbolic

Jdye T : s € y. We denote the reachable state space
as Q. IC3/Property Directed Reachability:

Safety property: A safety property P of T is

a first-order formula over the varaibles X of T, L. 1(x) > P
which asserts that certain states s of 7 cannot be 2. Vi,I(x) = o;(x)
reached during the execution of 7', often known as 3. Vi, Nk o(x) A P(x) AT (x,x') - oy (), Synthes;s ; VeriﬁcaticosACheCker -
. . . . ojrware ’ ’
bad states, B(x). | oy is inductive relative to 0t;, 0, ..., Olx_1. v2e Netlist W SeaHorn, IMPARA
Problem Statement: Given a state-space over n 4 i p T / . 416/
boolean variables, the problem is to decide whether ‘ Pl ) /\f:éai (x) 4 I(X) é\ (ﬁ A ) d:' (x ) | oty EBMC [ Word-ovelli— EBMC
T = P, that is, starting from initial state /(x), s inductive related to the mductive mnvari- Yosys N
ants Oy, 00, ..., 0. Synthesi BLIF BC

whether a state in B(x) can be reached following

only transitions in 7'(x,x’). Predicate Abstraction:

1. Transition Relation: T := {(b,b")|3x,x" € RESULTS

MODEL CHECKING PHASES S:Tx,X)Nox) =bAoX) =D}, « 1. BMC on software-netlist is on average >2X
Hardware Property Verification Flow is abstraction function, x = {x;...x,},b = faster than BMC on bit-level netlist and

Input Design {by...b,},b; = m;i(x), W; is the predicate on word-level RTL model.
Hardware Model Specification .
concrete variable x;

2. Initial State: I(b) :=3Ix € S : (a(x) = b) A

Design Description Granularity I(X)

2. For unbounded verification, software k-
induction 1s faster and solved more safe in-
stances than k-induction for bit-level netlist.

Verilog RTL LTL, SVA

Bit-level Word-level Term-level Software

Netlist Netlist  Netlist  Netlist 3. Safety Property: P(b) :=Vx € S:

gicl;,FE;;i ;ﬁ} (“ansic) (a(x) = b) — P(x) . Software PDR and bi.t—level PDR times are
BENCH, BLIF-MV comparable for detecting deep bugs.
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Abstract
Interpretation

Verilog Bit-level Netlist Word-level Netlist Software Netlist

[Interpolation] [K—inductionj Bool nondet bool () ;
Variable Map: struct s_ff{_Bool qg;};
Proof Engine Inputs: top.clk=0, struct s_en{ _Bool ns;
Boolean-level module top (Din,En,clk ,Dout); top.Din=1,top .En=2, struct s_ff sff; }sen; |
wire cs; reg ns; top . ff .CLK=3, _Bool ff(_Bool CLK,_Bool Din,
input clk, Din, En; top . ff.Din=4, _Bool *Dout) {
output Dout; convert ::input[0]=6 _Bool g _old;
// ~Combinational Block~ convert ::input[1]=7 qold = sen.sff.q;
assign Dout = cs; convert::input[2]=11 State constraints: sen.stf.q = Din;
always @(Din or cs or En) convert::input[3]=12 top . Dout==top.cs xDout = g _old;
begin Wires: top.Dout=11, top . ff . Dout==top. ff.q return; |}
if (En) ns = Din; top . ff.Dout=5, top. ff.Din==top.ns —B?Ol Cs; |
else ns = cs; end top.cs=12,top.ns=!10 top. ff.clk==top.clk void top(_Bool clk,_Bool Din,_Bool En,
S ff ffl (ns,CLK,cs); Latch: top.ff.q=5 top. ff.Dout==top.cs TBOOl xDout) {
OFT ARE NETLIST endmodule Transition constraints: top.ns==top.En ? 1f (En) { |
// ~Sequential Block~ '(var(5) & !var(12)) top.Din : top.cs s]e-n.n? = Din; '}
: . . module ff(Din, clk, Dout); & !(lvar(5) & var(12)) eLse
A SOftWClre NEtllSt 1s defined as the six tu- input Din, clk; I(var(4) & !(var(2) Transition constraints: i?zili = csi} )
. output Dout; & var(1)) & !(!var(2) next(top.ff.q)==top. ff.Din clk, sen.ns, &cs)j
ple, SN = (In,Out,Seq,Comb, Init,Asgn), where reg q & var(7))) & 1(!var(4) rpouc = cs; |
. . assign Dout = q; & '(!(var(2) & var(1l)) int main |
In, Out, Seq, Comb, Init are input, output, always @(posedge clk) & 1(1var(2) & var(7)))) _Bool clk,En,Din, out;
. - : . q <= Din; '(var(3) & !var(0)) & while (1) f
sequential/state-holding, combinational/stateless endmodule (1 var(3) & var(0)) Din - nondet_bool () ;
. SR . . Next state functions: En = nondet_bool ();
signals and initial states respectively. Asgn 1s a fi- NEXT(top . ££ . q)=var (4) top (clk,Din, En, sout); )
return;
nite set of assignments to Out, Seq and Comb, }

Asgn ::= CAsgn|SAsgn
Nl ll A BSTRACT INTERPRETATION VIEW OF CDCL
SAsgn ::= (Vy = bvExpr)|(Vy = bool), where V; € Seq

bvEXpr ::= bVeons |bVyar [T E (cond,bvy . ..bv,,)| A. CFG P | B. ifG p’ o
bv,,(bvi...bv,).cond € bool.bv; € {bv bv X = ecision
01?( 1 n)a s UV { const var} Model Search . Conflict Analysis - -

nl: ¢ = n2: L
bool ::= true| false|—b|by \Nby|b1 V by |bv,e{by ... by}, (n>1) —] e (V \i 0 o !y \i 0 L c=1[0,0
{ gfp(amod,) }/ Ifp(aucmody) } l

.

C. ACFG for P’
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