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Tor: Enabling Anonymous
Communication Over the Internet



Surface Web YaEHOO!
i - Google

, B reddit

el |

D e e p We b Acaqlemic databases

Medical records
Financial records
Legal documents
Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

of content on the

TOR Web (estimated)
Dark Web Political protest

Drug trafficking
and other illegal activities




Tor Project | Anonymity Online X

/w.torproject.org

N

Id)' DONATE NOW About Documentation Support Blog Donate English (En) ¥ Download Tor Browser

Tt Browser

Explore.
Privately.

Defend you

[ Download Tor Browser ¥ ]




Outline

@ |. Network Security Recap



Public Key Infrastructure (PKI)
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plaintext m [CIEN/EEl
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ex) RSA, Elliptic Curve, etc.

PK public key
SK private key

' ciphertext decryption [EETTS:
algorithm algorithm
E(PKpop M)=c D(SKgop,C)=m

Security Primer




Security Primer

Alice can send the suggested share key to Bob t

encrypting with Bob’s public key

plaintext

plaintext Keor, encryption NG INvS<ENN decryption
algorithm (PKa . Kean) > algorithm '
Bob’ ¥com)=C

D(SKBob’C) = I(Com

PK public key
SK private key



Security Primer

PKI is also used in digital signature

Provides authenticity and integrity of digital messages
* Authenticity: The message was created by the known sender
* Integrity: The message was not altered in transit

Ploser CAF

m “hello bob”
ﬁ

Sign(SK Ajicer M)=sig Verify(PKajicer M)?=sig

PK public key
SK private key



How does Alice obtain Bob’s PK!?
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verify
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Bob’s
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Security Primer

Certificates bind Bob’s ID to his PK
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@ 2. TLS handshake



TLS Handshake vl

* Goal: Establish common session keys

ClientHell
Client (Alice) SR > SSIRER (Els)
ServerHello: Cert;
Obtain PKin Cert, h KeyGen(PK, SK;)
Cert,

Pick rand ClientKeyExchange: C «— E(PK,, PreK) .

48 byte PreK

Decrypt C to
get PreK

Session Keys «— KDF(PreK)

Replay attack can happen!
I




TLS Handshake v2
Adding randomness protects against replay attack

* Goal: Establish common session keys

ClientHello: Nonce,
Client (Alice) > Sl (Bl
ServerHello: Cert , Nonce,
Obtain PK;in Cert; « KeyGen(PK;, SK;)
Cert,

Pick rand ClientKeyExchange: C «— E(PK,, PreK) N

48 byte PreK

Decrypt C to
get PreK

Session Keys «— KDF(PreK, Nonce,, Nonce,)

What if SKs gets compromised? i




What if Bob’s SK got lost or compromised!?

* Bob’s certificate has to be revoked
* Bob regenerates (PK, SK) pair and get a new certificate from CA

If an attacker has recorded past message exchange,

he can encrypt/decrypt with
the compromised private key!




Key exchange should provide forward secrecy

Future compromise of secret key should NOT affect past sessions

* Need a separate session key other than the private key

* Computationally less burdensome



TLS Handshake with forward secrecy

* Goal: Establish common session keys

Client (Alice)

Validate PK,,
via PK;in Cert,

Pick rand
48 byte PreK

ClientHello: Nonce,

<

>
ServerHello: Cert,, Nonce;, Sign(SK, PK.,h)

Server (Bob)

ClientKeyExchange: C «— E(PK,,, PreK)
>

Session Keys «— KDF(PreK, Nonce,, Nonce)

Link is Now TLS-Encrypted

KeyGen(PK,, SK;)
KeyGen (PKeph’ SKeph)

Decrypt C with
SK.,, to get PreK

Delete SK.,

RSA Key Gen is Slow. Can we do better?



TLS Handshake via Diffie Hellman

* Goal: Symmetric key exchange

Alice (Client)

Pick randain I..p
A =g*modp

PreK is g® mod p

Delete a

ClientHello: Noncepjjce

ServerHello: Certg,,, Nonceggp, Sign(SKgop, (P, g B))

ClientKeyExchange: A

Session Keys «— KDF(PreK, Nonceyjice, Nonceg,,)

Link is Now TLS-Encrypted

Finished

Finished

Bob (Server)

Pick rand b in I..p
B =g®modp

PreK is g2 mod p

Delete b
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@ 3. The full story of Tor Circuit



TLS connections are pre-established among Tor nodes

Tor network
X

& sy Y

Alice Guard Middle Exit Server




TLS connection first needs to be established
between Alice and Guard

Tor network

Alice Guard Middle Exit Server

ANY messages exchanged between each connection

is encrypted using the set of session keys (connection key in Tor)




With TLS tunnel already established
Alice starts the steps to build the Tor circuit

Tor network

oy

Alice Guard Middle Exit Server

¢>
O




Tor Circuit Construction: |5 hop

* How Alice — Bob establish shared session key K

Alice(Client) Bob(entry) Charlie(Mid) Dave(Exit)

pick x Create cl, E(PKg, g¥)

Created cl, g°

pick b
shared key

Kl — gXb

2|



With TLS tunnel already established
Alice starts the steps to build the Tor circuit

Tor network

oy,

Alice Guard Middle Exit Server

‘:fg_



Tor Circuit Construction: 2" hop

* How Alice — Charlie establish shared session key K,

Alice(Client) Bob(entry) Charlie(Mid)
Relay cl,
_ k1{Extend, Charlie, E(PKc,g”)}
pick y »J Create c2, E(PKc, )
Relay cl, Created c2, g° pick c
shared key <1{Extended, g}

Dave(Exit)

23



With TLS tunnel already established
Alice starts the steps to build the Tor circuit

Tor network

oy,

Alice Guard Middle Exit Server

“g_



Tor Circuit Construction: 3™ hop

* How Alice — Dave establish shared session key K;

Alice(Client) Bob(entry) Charlie(Mid) Dave(Exit)
pick z Relay cl,
«1{k2{Extend, Dave, E(PKp, g%)}} Relay c2,

«2{Extend, Dave, E(PKp, g7)}

Create c3, E(PKp, g?)

Relay c2,
«{Extended, g}

Relay cl,

d
shared key | ¢ «i{ ko{Extended, g°}}

K3 = gZd

25



ALL Tor messages are exchanged inside TLS tunnels

Tor network

Alice Guard Middle Exit Server

This makes it hard to distinguish Tor traffic from normal TLS traffic




Tor Packet Forwarding via 3 hop Circuit

* Alice — Bob, Alice — Charlie, Alice — Dave has shared session key K, K, and K,

Alice Bob Charlie Dave Website
Relay cl,
<1 {afia{ begin cnn.com:80 }}} | Relay c2,
i2{i3{ begin cnn..}} Relay c3,

TCP handshake
(raw unencrypted)

«3{ begin cnn..}

Relay c3,

Relay c2, «3{ Connected }

io{s{ Connected }}

Relay cl,
<1 {k2{ia{ Connnected }}}
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